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Chapter 1

Introduction

1.1 Abstract

¢ ) Synergy

Synergy 2! is a software KVM available online. While it’s core is open
source, there’s a commercial version that has recently received a major up-
date from version 1.8 to 2.0. Since it’s website is anonymous and neither
website nor software have a privacy policy, the author has researched some
background about the company, software, and it’s handling of personally
identifying and identifiable information (PII). Not only is a privacy policy
missing, the author also found various careless handling of PII, including
communications with a cloud server and published user logs that contain
PII. Communication with Symless was difficult, since the company tried to
avoid to address the privacy and security issues and instead went to deleting
the authors account and data before issues were solved. Symless was offered
to comment on these issues, with the spare comment received quoted here.

This document tries to describe the software, company, website and con-
tacts from all perspectives the author looked at during his research to give a
complete picture of the software. Critical findings have been commented with
Requirements?, issues where improvements are possible with Recommenda-

tions>.

!The logo above is probably copyrighted by Symless Ltd
2See section 7 on page 87 for an overview in list form
3See section 7 on page 88 for an overview in list form



1.2. CHRONOLOGY CHAPTER 1. INTRODUCTION

1.2 Chronology

November 21st (T+0 days) Installed Synergy 2, found PII leak, con-
tacted support and requested removal of PII and statement about spy-
ware behavior. Support answered how to process a refund without

addressing any of the PII or spyware issues*.

November 22nd (T+1 days) Emailed Nick Bolton® a 20 page draft of
this document for review and statements.

November 23rd (T+2 days) Nick Bolton, CEO of Symless, answered to
ZenDesk thread as if problems would now be solved. PII still online,
no comments about spyware behavior. Authors ZenDesk account was
suspended® was the only change noticed.

November 24th (T+3 days) Successfully monitored Synergy 2 secure https
communication with server API”. Got a second installation to connect
using copied userId and userToken®.

November 26th (T+5 days) Formal PII information request sent®.

November 27th (T+6 days) As a reply to the privacy request the day
before, Malcolm Lowe informed the author that everything, meaning
accounts and logs, has been removed. A quick test showed that these
logs, which the complaint was about, are still public. Malcolm Lowe
also answered to the draft five days ago, explaining that nearly all issues
would be “covered by the new GDPR regulations”, which is question-
able.

January 9th (T+49 days) Raised the responsible disclosure issue on the
Symless forums. Thread was closed without a direct answer on the
topic.

January 10th (T+50 days) Published text description possible man in
the middle attack on Symless forums.

4See page 16
nick@synergy-project.org
6See page 22

"See section 5.1 on page 69
8See section 6.1 on page 76
9See section 3.6.2 on page 26



1.3. RESPONSIBLE DISCLOSURE  CHAPTER 1. INTRODUCTION

1.3 Responsible disclosure

This article was not published without giving Symless of time to react to
the accusations of leaked PII and weak protection of data, following the
principles called responsible disclosure'®. Since Symless did actively decide
to not answer any open issues, the author has deemed two weeks to be enough

time.
Responsible disclosure is described at Wikipedia in more detail:

“Responsible disclosure is a computer security term describing a
vulnerability disclosure model. It is like full disclosure, with the
addition that all stakeholders agree to allow a period of time for
the vulnerability to be patched before publishing the details.
Developers of hardware and software often require time and
resources to repair their mistakes. Hackers and computer security
scientists have the opinion that it is their social responsibility to
make the public aware of vulnerabilities with a high impact.
Hiding these problems could cause a feeling of false security. To
avoid this, the involved parties join forces and agree on a period
of time for repairing the vulnerability and preventing any future
damage. Depending on the potential impact of the vulnerability,
the expected time needed for an emergency fix or workaround to
be developed and applied and other factors, this period may vary
between a few days and several months. It is easier to patch
software by using the Internet as a distribution channel.”

— Wikipedia, Responsible disclosure

Onhttps://en.wikipedia.org/wiki/Responsible_disclosure
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Chapter 2

Company

2.1 Background

There is a number of ways one could usually find out about the company or
author behind a software where this one mostly hides successfully:

e A company name on the website (not existing here)
e An imprint on the website (not existing here)

The https certificate of the website' (without ownership here)

The Whols information? of the website domain (anonymous)

The software signing certificate if it exists®

Social media pages for the software?

e An invoice®

It is important to recognize that the existing leads all need either research
outside the website, or enough trust to download and start to install the
software.

The name used for the software signing certificate leads to a company
now based in the UK, registered with company number 08066283. It has
been known under the following names:

1See section 3.1 on page 12

2The Whols information is anonynmous, see section 3.3 on page 14

3The Authenticode signature is the first existing lead, see section 4.1 on page 40
4Social media pages are the second existing lead, see section 2.1.2 on page 10
5The invoice is the third existing lead, see section 3.5.1 on page 19



2.1. BACKGROUND CHAPTER 2. COMPANY

1. Symless Limited (currently)
2. Synergy Seamless Limited (2015 - 2016)
3. Synergy SI Limited (2014 - 2015)

4. Bolton Software Ltd (2012 - 2014)

The company officer is Nicholas John Bolton, who was appointed in 2012
and owns the majority of shares of the company. A second officer, Sarah Tay-
lor, was appointed in 2012 but resigned in 2013. It’s address is in Camberley,
UKS:

Basepoint Business Centre London Road, Unit 014, 377-399
London Road, Camberley, Surrey, England, GU15 3HL

The director, Nick Bolton, describes the software and company in his
LinkedIn profile”:

“Symless is the company behind Synergy, keyboard and mouse
sharing software.

At Symless, our mission is to combine your devices into one
cohesive experience, making the world more seamless. Our
keyboard and mouse sharing app, Synergy is used by millions of
people worldwide who have multiple computers on their desk.
Combining your devices together into one cohesive experience,
Synergy shares one mouse, one keyboard and one clipboard
between all of your computers.”

— Nick Bolton, Mission statement on LinkedIn

2.1.1 Employees

Employees of Symless seem to be®?:

Nick Bolton Director!®

5Company details can be found at https://beta.companieshouse.gov.uk/company/
08066283
"https://uk.linkedin.com/in/nbolton/de
8https://www.linkedin.com/company/2851905/
https://symless.com/forums/staff/
Onttps://symless.com/forums/profile/8-nick-bolton/


https://beta.companieshouse.gov.uk/company/08066283
https://beta.companieshouse.gov.uk/company/08066283
https://uk.linkedin.com/in/nbolton/de
https://www.linkedin.com/company/2851905/
https://symless.com/forums/staff/
https://symless.com/forums/profile/8-nick-bolton/

2.1. BACKGROUND CHAPTER 2. COMPANY

Malcolm Lowe Operations Manager and the person who has answered a
support enquiry!!!?

Amy Fox PA to CEO®

Dan Sorahan Full Stack Developer since 2016415

Xinyu Hou Software Engineer'®, aka Jerry Houl”

Julia Katharina Klein Digital Marketing Executive!®, left in October 2017

Polly Jones Software Engineer!?

Karen Williams 2°
Andrew Nelless 2!

Joe Abasolo %2

Sarah Hebert %

2.1.2 Social Media

Various social media accounts exist that are linked to the product or com-
pany:

e https://www.facebook.com/Symless/
e https://twitter.com/Synergy_App
e https://www.facebook.com/nboltond

e https://twitter.com/NickBoltonUK

Uhttps://www.linkedin.com/in/malcolm-1lowe-75771ab1/
2nttps://symless.com/forums/profile/9-malcolm-lowe/
Bhttps://www.linkedin.com/in/amy-fox-ba4ab09b/
https://www.linkedin.com/in/dansorahan/
5https://symless.com/forums/profile/1-dan-sorahan/
Ohttps://www.linkedin.com/in/xinyu-hou-aa310850/
"https://symless.com/forums/profile/7-jerry-hou/
8https://www.linkedin.com/in/julia-katharina-klein-ma-msc-bb70a542/
¥https://www.linkedin.com/in/polly-jones-909a73101/
2Onttps://symless.com/forums/profile/27559-karen-williams/
Zlhttps://symless.com/forums/profile/27344-andrew-nelless/
2nttps://symless.com/forums/profile/27614-joe-abasolo/
23https://symless.com/forums/profile/30885-sarah—hebert/
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2.1. BACKGROUND CHAPTER 2. COMPANY

e https://www.crunchbase.com/person/nick-bolton-3

One possibly interesting piece of information is that according to his
LinkedIn account, the Director Nick Bolton lives in Camberley, Surrey, United
Kingdom, while his Facebook account locates him in Farnborough, Hamp-
shire, and crunchbase lists him as located in San Francisco, California, USA.
This might be due to the two years of Synergy Si, Inc.?*.

440 N Wolfe Rd, Sunnyvale, CA 94085, United States

Oh, and | have more great news! Our engineering headquarters are now up and
running in the beautiful town of Sunnyvale, California (right in the heart of Silicon
Valley). | actually split my time between San Francisco and our Sunnyvale office, so if
you want to connect with me you can or just email me.

Thanks,
Nick

p.s. If you want a free Synergy t-shirt, mug or pint glass, please complete our

Copyright © 2015 Synergy Si, inc., Al rights reserved.
Your are receiving this email because you signed up at the Synergy website.

Our mailing address is:
Synergy Si, Inc.

440 N Wolfe Rd
Sunnyvale, CA 94085

Screenshot 2.1: Synergy in California

Various other found accounts of company, product and CEO are not of
relevance currently.

24Gee screenshot 2.1
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Chapter 3

Website

The website is using a simple style with information reduced to essential
content. It is easy to navigate and information is easy to find, but it is
missing company information and a privacy policy.

Clients listed by the website are!:

e Amazon
e Google

e Intel

e Disney

e Pixar

e Microsoft
e Apple

e (isco

e Dell EMC

3.1 Certificate

The website https://symless.com is using https with a Comodo certificate
for cloudflaressl.com that lists symless.com as one of many alternate names?.

1See screenshot 3.2 on page 35
2See screenshot 3.4 on page 37
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3.2. IMPRINT CHAPTER 3. WEBSITE

It is no EV certificate, and due to being assigned to Cloudflare, it does
not allow to verify the identity of the company behind the software as the
origin of the website®. Trust is reduced from trusting Comodo, an issuer of
certificates, to trusting Cloudflare, which might not have the same stringent
authentication mechanisms in place as a root authority.

This becomes more important since there is customer PII available to the
public on a symless.com subdomain®.

Cloudflare describes this method of operation as Origin CA®:

“Origin CA uses a Cloudflare-issued SSL certificate instead of
one issued by a Certificate Authority. This reduces much of the
friction around configuring SSL on your origin server, while still
securing traffic from your origin to Cloudflare. Instead of having
your certificate signed by a CA, you can generate a signed
certificate directly in the Cloudflare dashboard.”

— Clooudflare, Simple Secure Socket Layer

Recommendation 1 (Company specific certifite). Use a company specific
certificate with ownership information so that customers can verify they’re
really on the website of Symless Limited.

Recommendation 2 (EV certificate). Since the website uses a shop to buy,
an EV certificate is highly recommended for additional verification.

Some parts of the website are also not encrypted.

Recommendation 3 (No mixed content). Make sure all content is delivered
through https.

3.2 Imprint

Continuing on the website, it does not include any imprint at all. There’s
no information available about the company the user is about to entrust his
data.

Requirement 1 (Imprint). The user needs to know from whom he buys, and
whom he entrusts personally identifying information. Include an imprint
page as part of the website. Using the company name in the footer would
make this information available right away.

3See screenshot 3.3 on page 36
4See section 4.4.1 on page 54
Shttps://www.cloudflare.com/en/ssl/
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3.3 Domain information

A Wholsn query® showed that the domain is registered anonymously.

Listing 3.1: Whols record of symless.com

Domain Name: SYMLESS.COM

Registry Domain ID: 1997573617_DOMAIN_COM-VRSN
Registrar WHOIS Server: whois.godaddy.com
Registrar URL: http://www.godaddy.com

Update Date: 2017-01-27T17:33:08Z

Creation Date: 2016-01-26T15:29:21Z

Registrar Registration Expiration Date: 2018-01-26T15:29:21Z
Registrar: GoDaddy.com, LLC

Registrar IANA ID: 146

Registrar Abuse Contact Email: abuse@godaddy.com

Abuse Contact Phone: +1.4806242505

Registrar

Domain Status: clientTransferProhibited http://www.icann.org/
— epp#clientTransferProhibited

Domain Status: clientUpdateProhibited http://www.icann.org/epp#
— clientUpdateProhibited

Domain Status: clientRenewProhibited http://www.icann.org/epp#
— clientRenewProhibited

Domain Status: clientDeleteProhibited http://www.icann.org/epp#
—> clientDeleteProhibited

Registry Registrant ID:

Registrant
Registrant
Registrant
Registrant
Registrant
Registrant
Registrant
Registrant
Registrant
Registrant
Registrant
Registrant
Registrant

Name: Registration Private
Organization: Domains By Proxy, LLC
Street: DomainsByProxy.com

Street: 14455 N. Hayden Road

City: Scottsdale

State/Province: Arizona

Postal Code: 85260

Country: US

Phone: +1.4806242599

Phone Ext:

Fax: +1.4806242598

Fax Ext:

Email: symless.com@domainsbyproxy.com

Registry Admin ID:

6Check https://www.whois.com/whois/symless.com and http://who.godaddy.
com/whoischeck.aspx?domain=symless.com for up to date information.
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Admin Name: Registration Private

Admin Organization: Domains By Proxy, LLC

Admin Street: DomainsByProxy.com

Admin Street: 14455 N. Hayden Road

Admin City: Scottsdale

Admin State/Province: Arizona

Admin Postal Code: 85260

Admin Country: US

Admin Phone: +1.4806242599

Admin Phone Ext:

Admin Fax: +1.4806242598

Admin Fax Ext:

Admin Email: symless.com@domainsbyproxy.com

Registry Tech ID:

Tech Name: Registration Private

Tech Organization: Domains By Proxy, LLC

Tech Street: DomainsByProxy.com

Tech Street: 14455 N. Hayden Road

Tech City: Scottsdale

Tech State/Province: Arizona

Tech Postal Code: 85260

Tech Country: US

Tech Phone: +1.4806242599

Tech Phone Ext:

Tech Fax: +1.4806242598

Tech Fax Ext:

Tech Email: symless.com@domainsbyproxy.com

Name Server: ELINORE.NS.CLOUDFLARE.COM

Name Server: THOMAS.NS.CLOUDFLARE.COM

DNSSEC: unsigned

URL of the ICANN WHOIS Data Problem Reporting System: http://
— wdprs.internic.net/

>>> Last update of WHOIS database: 2017-11-23T7:00:00Z <<<

Since Synergy is a product that uses PII and has access to very important
PII, including all account logins and passwords’, the user should have the
right to know about the vendor of the software. Whols records are also
helpful to verify a domain has not been highjacked after it has expired and
the original owner has not renewed it.

"as part of the clipboard synchronized by Synergy

15



3.4. PRIVACY POLICY CHAPTER 3. WEBSITE

Recommendation 4 (Public Whols information). Symless should be frank
and use their company as the visible domain owner.

3.4 Privacy Policy

No privacy policy can be found at all. A request by email was ignored, with
a standard text referring to refunds as the mail body.

Here’s an excerpt from the support communication regarding the authors
complaints about public PII.

“The main window offers to "Send log”, and review information
*after® it was sent. There is PII available without protection
online, I can open the log from anywhere, it contains my login
name, machine name, information about our local IP addresses
and a bunch of tokens that probably should not be public.

[]

I EXPECT that the two test logs sent from here are immediately
purged from your servers

[]

Neither website nor product does contain any privacy policy,
making it, following the standard definitions, actually spyware
that you’re selling.

[

— Patrick Kolla-ten Venne, Email to Symless

“Hi Patrick,

I'm really sorry Synergy didn’t work out for you. Please complete
this refund request form, so we can issue your refund.
https://symless.com/account /refund/request

Thanks, Malcolm”

— Malcolm Lowe, Answer from Symless

“Hi Malcolm,
What about my request to remove my PII?
Are you going to offer a privacy policy, or continue to offer
spyware?
Patrick”
— Patrick Kolla-ten Venne, Answer to Symless

16



3.5. SHOP CHAPTER 3. WEBSITE

Requirement 2 (Website Privacy Policy). A privacy policy is mandatory
for any website that collects PII.

No further replies were received, nor did the director, Nick Bolton, answer
to an email sent to his specific email address known to the author from
previous mails.

3.5 Shop

If the user decides to buy the product, he’s asked for his first and last name
and email address®, all PII, without informing him with whom this informa-
tion will be shared, and for which purposes.

8See screenshot 3.6 on the next page
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Combine your computers into one cohesive experience

WINDOWS

Loy LINUX

Careers
OSynergy Pricing  Support

Synergy 2 is here!

S0 casy t configure, anyor

Share one mouse and keyboard between multiple computers

deskc It works on

MRI technic

Compatible Synchronize
[ —— Sare s oo copr s
(o O rd L v o .
Convenient Secure Software

Explore levels

Get Synergy

100% Seamiess Gy
[ ———

macos

Screenshot 3.6: The website shop is asking for PII without informing about
receivers or purposes
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Requirement 3 (Shop Privacy Policy). When asking for PII, information
about receivers and purpose is mandatory.

He is then offered the choice to pay with other PayPal or credit card®. The
PayPal choice leads to the new PayPal subscription payment type that offers
to verify only once. The author of this document has issues with this because
it contradicts the 2FA security concept for the user. Plus, in the context of
Synergy, it does not seem necessary, since the website clearly states:

“One-time payment with lifetime download access”

Recommendation 5 (Non-subscription PayPal payment). Offer standard
PayPal payment without subscription option.

3.5.1 Invoice

The invoice is one of the few places where the address of Symless can be
found.

3.5.2 Refunds

Refunds seem to be simple; the author was sent a link by support!? and the
refund is, according to an email, supposed to be on its way.

9See screenshot 3.7 on page 38
0Refunds should be available at https://symless.com/account/refund/request.
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N
\J

Symless started a refund of $29.00
- VISA .

November 21, 2017 #3289-0472

This email is to confirm that your refund has been issued by
Symless. It can take 10+ days to appear on your statement, if it
takes longer please contact your bank for assistance.

Description Amount
Payment to Symless $29.00
Total $29.00
Refund Amount $29.00
Adjusted total $0.00

Have a question or need help? Visit our support site, send us an
email, or give us a call at +44 20 3598 3068.

Something wrong with the email? View it in your browser.
You are receiving this email because Symless issued a refund to your credit
card.

Screenshot 3.9: The refund confirmation received via email

3.5.3 Transactions

The credit card transactions of the Visa credit card used to purchase the
software show a bank account 442035983068 for Symless in GB!!.

1 Great Britain

20



3.5.

SHOP

CHAPTER 3. WEBSITE

Screenshot 3.10: Credit card notifications show company Symless in GB

VISA s

Verfligbar

DY IVILEDSDS 44,/4 EUK
442035983068 in GB 29,00 USD
Abgelehnt 21. Nov., 17:22
SYMLESS 24,74 EUR
442035983068 in GB 29,00 USD
Abgelehnt 21. Nov., 17:21
SYMLESS 24,74 EUR
442035983068 in GB 29,00 USD
Abgelehnt 21. Nov., 12:12
SYMLESS ,00 EUR
442035983068 in GB ,00 GBP
Autorisiert 221, Niewy, 12507
SYMLESS -24,74 EUR
442035983068 in GB -29,00 USD
Abgelehnt 21. Nov., 12:07
SYMLESS ,00 EUR
442035983068 in GB ,00 GBP

G

O,
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3.6. SUPPORT CHAPTER 3. WEBSITE

3.6 Support

Symless Careers

C ) Synergy

Contact the Symless team

Please select from the following:

| haven't purchased Synergy yet

| have already purchased Synergy

Screenshot 3.11: The support page does not inform about the involved third
party

Support is offered through a form on the website, found at https://symless.
com/support!?. In the background, ZenDesk is used, users can access their
support cases on https://symless.zendesk.com/.

Requirement 4 (Reveal sharing with ZenDesk). The user needs to be in-
formed, as part of a privacy policy and on the support page, that his personally
wdentifying information is shared with the third party ZenDesk.

As soon as the authors request to delete his PII was forward from Mal-
colm Lowe to Nick Bolton, his ZenDesk account was suspended'® or even
removed 4.

12G8ee screenshot 3.11
13See screenshot 3.12 on the following page
14See screenshot 3.13 on page 24
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3.6. SUPPORT CHAPTER 3. WEBSITE

Ser'\ lAce S
Cannet log in suspended user #_

Sign in to Symless

’ Sign in with Twitter patrick_

f Sign in with Facebook Password é@

g+ Sign in with Google ) Stay signed in

% Getting start
Cancel
Operating syste
| am an Agent

TROUBLESHO( Forgot my password

Wayland suppo New to Symless? Sign up

Have you emailed us? Get a password
If you've communicated with our support staff through email previously,
you're already registered. You probably don't have a password yet, though. wered by Zendesk

Screenshot 3.12: The support page was suspended for the author
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3.6. SUPPORT CHAPTER 3. WEBSITE

Mo account found for this email address.

Please set me up with a new password

To reset your password for
https://symless.zendesk.com, enter your email
address and we'll send you an email with
instructions.

Screenshot 3.13: The support desk account of the author was removed

Also suspended was the authors access to the website!®.

15See screenshot 3.14 on the following page
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3.6. SUPPORT CHAPTER 3. WEBSITE

Symless Careers

’ ) Synergy Pricing Support

Login

The email or password that you used was incorrect.
H you're having problems, try resetting your password or email login-

issues@symless.com.

E-Mail Address | pa[r‘\ck— |

Password K

Remember Me

m Forgot Your Password?

Support | Pricing | Download

Screenshot 3.14: The website login was suspended for the author

3.6.1 Personal Information

A request by a private person to remove personally identifying information
from the public servers was ignored®®.

Since there is no EULA!'" nor ToS'®, the applicable law would be de-
fined by REGULATION (EC) No 593/2008 OF THE EUROPEAN PAR-
LIAMENT AND OF THE COUNCIL'Y, so we would need to look at the
Privacy and Electronic Communications (EC Directive) Regulations 2003%.

Listed under Confidentiality of communications?!, we find:

ubject to paragrap , a person shall not use an electronic
1) Subject t graph (4 hall not lectroni
communications network to store information, or to gain ac-

16See section 3.4 on page 16

1"End User License Agreement

18Terms of Service
Yhttp://eur-lex.europa.eu/legal-content /EN /TXT/HTML/?uri=CELEX:32008R0593
Ohttp:/ /www.legislation.gov.uk /uksi/2003 /2426 /contents/made
http://www.legislation.gov.uk/uksi/2003/2426/regulation/6/made
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cess to information stored, in the terminal equipment of a
subscriber or user unless the requirements of paragraph (2)
are met.

(2) The requirements are that the subscriber or user of that ter-
minal equipment—

(a) is provided with clear and comprehensive information
about the purposes of the storage of, or access to, that
information; and

(b) is given the opportunity to refuse the storage of or ac-
cess to that information.

There’s an exemption to this:

(4) Paragraph (1) shall not apply to the technical storage of, or
access to, information—

(b) where such storage or access is strictly necessary for the
provision of an information society service requested by
the subscriber or user.

It could now be argued if the information transmitted via the log is
strictly necessary. In the authors opinion, the PII could easily be at least be
pseudonymous without making support impossible.

Requirement 5 (Proper Privacy Request handling). Appoint a privacy of-
ficer that deals with privacy requirements as required by law.

3.6.2 Formal request

On November 26th, the author sent a formal request about data stored about
him and it’s storage and sharing with third parties. Since there is no dedi-
cated privacy officer mentioned, nor an imprint or whois record listing any
email address, this request was sent through the support form, so very likely
will go into the same ZenDesk support backend as the initial email thread.
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“Dear Symless,
1 hereby write to you to request full information about all
personally identifying and personally identifiable information
you’ve stored about my person, including modes of storage of this
information and third parties with whom this information has
been shared.
Please reply as to what additional information you need to comply
with this request, and when I can expect a complete answer.
The background of this request can be found in both British (The
Privacy and Electronic Communications (EC Directive)
Regulations 2003) and German (Bundesdatenschutzgesetz) laws,
both based on the same European directive.
Best regards and thanks in advance,
Patrick Kolla-ten Venne”

— Patrick Kolla-ten Venne, Formal request for PII details

Receipt of request was confirmed by the website.

Symless Careers

4 ) Synergy Pricing Support Account

Support Request
Submitted

We have received your request and aim to respond within 48 hours. Replies will

be sent to the email address you provided.

Screenshot 3.15: The formal information request was received

An answer to this formal request was avoided by deleting all data on
November 27th:
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“We have deleted every single bit of information that we held on
you, including your Synergy account, any logs you have submitted
and your Zendesk account. The only information we hold is any
emails you’ve sent to either myself of Nick.
Thanks,
Mal
Malcolm Lowe
Operations Manager
Synergy Team
Symless”
— Malcolm Lowe, Reply to formal quest

Next to trying to avoid having to answer this formal request, the reply is
not true either, since logs were still online hours after receiving this email.

3.6.3 Request for draft review to Nick Bolton

A first 20 page draft of this document was sent to Nick Bolton on November,
22nd, to get a statement.

“Hi Nick,

No idea if this old direct email address is still valid, but I'm

trying to reach you directly because the support form was

answered inadequately.

I've written a draft on why Synergy 2 must be labeled as spyware,

but would like to offer you a chance to comment before publishing

it, since I am (was) a long term Synergy user and fan.

Best regards,

Patrick Kolla-ten Venne”

— Patrick Kolla-ten Venne, Request for statements on first draft
of this document

On November, 27th, this was answered by Malcolm Lowe:
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“Hey Patrick,

Nick’s forwarded me your email and asked me to get in touch
regarding your draft paper on Synergy 2.

Nearly all of the issues you’ve raised are covered by the new
GDPR regulations, which Symless is currently working on.
Things such as the privacy policy will be on the website within 3
months. Would you like to be kept up to date on the progress of
this?

Thanks,

Mal

Malcolm Lowe
Operations Manager
Synergy Team
Symless”

— Malcolm Lowe, Reply to request for statements

While happy to receive a reply at all, the software security issues cannot
be explained with a reference to GDPR, and an approximately three months
until operation will properly deal with customers privacy are unacceptable
as well.

3.6.4 Forum responsible disclosure

After six weeks without any further response, the author started to evaluate
the option of a responsible public disclosure, and started a forum thread?? in
the Synergy 2 self support forums?® as another chance for Symless to react
and address any issues. New threads on this forum need to be unlocked by
moderators.

2?nttps://symless.com/forums/topic/5092-security-issues-in-synergy-2/
Znttps://symless.com/forums/forum/17-self-support/
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O Synergy

Browse Activity

Forums Staff Online Users Leaderboard

# Home > Synergy 2 » Self-support »

urity issues in Sy

@ Security issues in Synergy 2

Started by Patrick Kolla-ten Venne, Just now

1POST IN THIS TOPIC

Patrick Kolla-ten Posted just now

+ Create =

A =

e Patrick Kolla-ten Venne =

Q

W& Unread Content v Mark site read

+ Following =

I've found some private data leaks and major security issues with the Synergy 2 software about two months ago

and fried to get info contact with Symless. Their responsive was quite negative, | was locked out of my Symless

account (that includes a valid Synergy 1 Pro license | can no longer access) and told certain Pll would have been
removed from public servers (it's still there). Both Nick Bolton and Malcolm Lowe rejected to deal with my

Venne
Hello,
Members feedback.
0 posts

As a long term Synergy user (at least 12 years) and a security researcher, I'm in a difficult situation here | gave

Symless at least six weeks to address any security issues, which should be sufficient time in terms of a
responsible disclosure, but since they did not address the issues | found, publishing them would make it even
more obvious to crooks how Synergy users can be attacked.

| hope that this public post might change Nicks or Malcolms opinion so that the security issues can be addressed
before my research results get published. And if other fellow users of Synergy are interested in their security, |
recommend to ask for Symless' stance on privacy and security reports.

Best regards,
Patrick Kolla-ten Venne
Safer-Networking Ltd.

+  Quote Edit

Screenshot 3.16: Request before responsible disclosure, written January 9th,

2018, 10:09 a.m.
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_moopome . Em

® a0 Read first: Need support for Synergy 2? 1reply Kelvin Tran
By Nick Bolton, November 6, 2017 5812 views Movember 9, 2017
® a0 Synergy 2: How to uninstall and reinstall 1 reply CapnJoe
By Nick Bolton, November 1, 2017 9732 views November 7, 2017
® a® Synergy 2: Manually restarting services 0 replies Nick Bolton
By Nick Bolton, October 31, 2017 5772 views October 31, 2017
2@ Synergy 2: How to send your logs 0 replies Nick Bolton
By Nick Bolton, July 6, 2017 2776 views July 6, 2017
0 Security issues in Synergy 2 0 replies Patrick Kolla-ten Venne
By Patrick Kolla-ten Venne, 2 minutes ago 1view 2 minutes ago

Screenshot 3.17: Request listed in thread overview

The Symless acount used was not able to answer other public posts, and
about an hour later, was unable to login at all. I had to create a new account
to be able to post again. The discussion thread was closed with a single
comment that the original Symless account was deleted because the software
was refunded, without responding to either the deleted Synergy 1 license nor
the security question®*.

Nick Bolton Posted 10 hours ago
CEQ of Symless
19 hours ago, Patrick Kolla-ten Venne said:

my account having been deleted as a consequence of the communication six weeks ago

Your account was refunded, this is why it was deactivated.
Synergy Team
©239

1804 posts G

Screenshot 3.18: Closing commit for the disclosure discussion

Without Symless willing to communicate about the issue even there, a
description of the possible man in the middle attack was posted to another
thread that boasted about a trusted certificate®.

24See screenshot 3.18
Znttps://symless.com/forums/topic/5067-auto-config-service-ssl-certificate-broken-also-your
?do=findComment&comment=22429
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“I'm glad that you admait that it’s fairly common for malware to
install fake root certificates. I guess you would not doubt either
that DNS hijacks are even more common (the cheapest one
require a simple change to the hosts file).

D've verified that Synergy requires a trusted certificate from the
API endpoint server, but it’s actually taking any trusted
certificate, and even the trusted certificate is extremely weak.
This means Synergy can be attacked using fairly common
methods. A man-in-the-middle attack can be performed on
vl.api.cloud.symless.com using a dns hijack and a locally
installed root certificate. The attacker could, to sum it up in
simple terms, insert a small 0 or 1 pizel wide screen between the
users main screens by manipulating or inserting /profile/update
and /screen/update calls, and then track all clipboard content
shared between screens, including all those passwords Synerqgy
users might share between desktops.

Usually installing a DNS hijack and a custom root certificate
needs elevated admin / root privileges, but there are possible other
approaches. DNS hijacks can be (and are) performed using
DHCP hijacks (there’s some malware doing exactly that), and
since the trusted certificate you use is a common Comodo
certificate where symless is just one of dozens of alternate names,
hacking any of the other alternate servers (some of which run
outdated and vulnerable software) would allow an attacker to use
exactly the same original certificate.

This means that to avoid possible attacks, you would not only
need to implement certificate pinning, but also use a dedicated
trusted certificate instead of that cheap one for the masses. The
Synergy machines can be as safe as a machine can be, without
those two fizes, they’re vulnerable even without a single piece of
malware reaching them.”

— Patrick Kolla-ten Venne, In reply to Andrew Nelless

This was followed by information on how to reproduce the issue.
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“Don’t believe it? Here are some easy steps to see:

1. Install Charles (or Fiddler) on a monitoring machine.

2. Install the Charles (or Fiddler) root certificate on the
Synergy machine.

3. Set up Charles (or Fiddler) as hitp and hitps prozy on the
Synergy machine.

4. Watch how Charles (or Fiddler) decrypts the hitps traffic
on the monitoring machine.

Now imagine that instead of the software above that simply
monitors, another software intercepts and manipulates the traffic,
either as a proxy, or through a redirection.

As a side note: I informed Symless about this more than sizc
weeks ago to make this a reasonable disclosure. The efforts to fix
this would have been a few hundred dollars for a trusted dedicated
certificate, an hour for an administration to set this certificate up
(including time for coffee and cookies), and a few lines of code
for the certificate pinning, maybe a few more lines to make an
exception for the software update queries.”

— Patrick Kolla-ten Venne, In the same post as avove
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WEBSITE

Careers

OM Pricing  Support

Combine your computers into one cohesive experience

WINDOWS
MAC 05 X Ly

Synergy 2 is here!

5o essy o confure, syore can use i

Share one mouse and keyboard between multiple computers

Get Synergy

/|
O

Seamless Compatible Synchroni;

)

@ 0 ®

Convenient Secure Software

Explore levels

Get Synergy

L | &
Support | Pricing | Download

Screenshot 3.1: The website showing off the product
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Symless Careers
\‘ ’Synergy Pricing  Support

Customers

Amazon Google Intel

Disney Pixar Microsoft

Apple Cisco Dell EMC

Screenshot 3.2: The website listing well known customers
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General Media Permissions e

Website |dentity

Website: symless.com

Owner: This website does not supply ownership information.
Verified by: COMODO CA Limited

Expires on: March 29, 2018

View Certificate

Privacy & History

Hawe | visited this website prior to today? Yes, 4 times

|s this website storing information (cookies) on my . "
computer? Yes View Cookies
Have | saved any passwords for this website? No View Saved Passwords

Technical Details

Connection Encrypted (TLS_ECDHE_ECDSA WITH_AES 128 GCM_SHA25€, 128 bit keys, TLS 1.2)
The page you are viewing was encrypted before being transmitted over the Internet.

Encryption makes it difficult for unautherized people to view information traveling between computers. It
is therefore unlikely that anyone read this page as it traveled across the network.

Screenshot 3.3: The website security information from Firefox lists the cer-
tificate as having no ownership information
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General Details

This certificate has been verified for the following uses:

S5L Client Certificate

S55L Server Certificate

lssued To

Comman Mame (CN) 55|377935.cloudflaressl.com

Organization {0} <Met Part Of Certificate>

Organizational Unit (OU) Domain Control Validated

Serial Number 50:51:46:C3:8C:88:3C11B:2E:21:D0:CA:AG16:3E: AT
Issued By

Common Mame (CH) COMODO ECC Domain Validation Secure Server CA Z
Organization {Q) COMODO CA Limited

Organizational Unit (OU) <Not Part Of Certificate>

Period of Validity

Begins On September 19, 2017

Expires On March 29, 2018

Fingerprints

SHA-256 Fingerprint 5F:5B:26:D6:2B:EE:E2: BB AT BT :94:51:83:9C:00:9E:
DE:2B:8B:07:51:C0:D0:C2:76:95:1D:DA:4C:TL:TT:FO

SHA1 Fingerprint CE:BA:08:2E:BE:78:CF:.CB.BAT11B:2C: 2B:49: CO:E0:35:70: 3B:EA

Close

Screenshot 3.4: The certificate information from Firefox does not show the
organization
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o https:.//symless.com/synergy e

& symless.com
Secure Connection 5

Firefox has blocked parts of this page
that are not secure,

] Permissions
You have not granted this site any special
permissions,

Screenshot 3.5: Firefox warning about unsecure content

Symless Careers
’)Synergy Pricing  Support m

Purchase Synergy

Please choose a payment method (PayPal or credit card).
One-time payment with lifetime download access to Synergy 2.

-OR

Your full name:  Johny Doey
E-Mail address: johnydoey@example.com
Edition type:  Synergy 2 Pro
Users: 1
Total price:  $49

Update details

Screenshot 3.7: The website shop offering payment methods
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Symless

Symiess

Unit 014, 377-399 London Road
Carmberley,

Surray,

England,

GUI5 3HL

Screenshot 3.8:

To: Patrick Kolla-ten
Date: Nov 24, 2017

Invoice Number: #153960

Description

Synergy 2 Pro

Users Item Price

1 29.00 USD

Total 29.00 USD

The invoice listing Symless company details
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Chapter 4

Software

4.1 Installer

The installers are Windows Installer! files. They are signed? by Symless Ltd,
which is the first place where it is possible to know the name of the company,
and verify the source of the files, since the website does not offer ownership
information in content nor certificate.

Downloaded for testing was first:

Filename Synergy_v2.0.1-stable_b1240-59dd93a0-x64.msi

Size 33636352 Bytes

MD5 72AFCEB5911A524CC531873BBCC82141

SHA-1 82F754A15E2D8CA8B13791D3DDAA0642ES5AE020

SHA-256 AC4190E2785A6E921DFBCBC4COF264DAE90520B58D0578ESEDFO6BIB3AFF6CB3
Codesigning Signer Symless Ltd

Codesigning Timestamp Monday, November 13th, 2017. 10:33

During the tests, a new version was made available:

Filename Synergy_v2.0.2-stable_b1253-665fa610-x64.msi
Size 33628160 Bytes

MD5 0699E66A411617ECOEB2220A9506AFCA

https://en.wikipedia.org/wiki/Windows_Installer
2https://en.wikipedia.org/wiki/Code_signing

40


https://en.wikipedia.org/wiki/Windows_Installer
https://en.wikipedia.org/wiki/Code_signing

4.1. INSTALLER CHAPTER 4. SOFTWARE

SHA-1 D17A358FF15406DC2802B0C40409C887025951AB
SHA-256 4BOAE7EB1D3DS8CCOEA84E61B2941F50B475F21D3C43245958BF011BE03086980
Codesigning Signer Symless Ltd

Codesigning Timestamp Thursday, November 23th, 2017. 23:38
And later:

Filename Synergy_v2.0.4-stable_b1404-fcb59bed-x64.msi

Size 33665024 Bytes

MD5 15F95BA507F77ABA3532EB7923FF5D70

SHA-1 81352C6C9AA676E44232AFC4B24DF7A88F19C69D

SHA-256 55A84A94E9DOCF69718AC2583575B948CD35E28394633D9556693AC677B80EIS
Codesigning Signer Symless Ltd

Codesigning Timestamp Wednesday, December 20th, 2017. 16:36

The digital signature is timestamped?®, but signed using only shal as
digest algorithm*. While this might be needed for Windows Vista, SHA-
15 is no longer regarded as state of the art and considered to be broken.
Codesigned files should always have signatures using SHA-2566.

The installer was created using the WiX Toolset”. Possibly outdated
installer scripts of Synergy 2.0.0 are available in the Synergy open source
repository®.

Recommendation 6 (Codesign with SHA-256). Installer and all PE files
should be signed using both SHA-1 and SHA-256.

This can be done by passing the /as (append signature) and /fd 256
parameters to a second call to signtool.exe.

3See screenshot 4.2 on page 62

4See 4.1

Shttps://en.wikipedia.org/wiki/SHA-1
Shttps://en.wikipedia.org/wiki/SHA-2

"http://wixtoolset.org/
8https://github.com/symless/synergy-core/tree/master/dist/wix
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4.2 Installation

The installation of Synergy 2.0.1 failed on Windows 8 and Windows 8.1°.

iz, Synergy (64-bit) Setup

Service 'Synergy' (Synergy) failed to start. Verify that
I i, you have suffident privileges to start system services.

Retry Cancel

Screenshot 4.4: The installer failing on Windows 8.x

It runs fine on five tests on Windows 10 in various releases.

9See screenshot 4.4
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ﬁ Synergy (64-bit) Setup - >

Installing Synergy (64-bit) ()

Please wait while the Setup Wizard installs Synergy (64-hit).

Status:

oot | e

Screenshot 4.5: The installer ready to start
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ﬁ Synergy (64-bit) Setup - >

7\

7 Synergy Completed the Synergy (64-bit) Setup Wizard

Click the Finish button to exit the Setup Wizard.

Back Cancel

Screenshot 4.6: The installer has finished

4.2.1 Files

The installation places the product files on the hard disk without troubles
on Windows 10 in our tests.
The installed files include:

e Qt libraries'”
e OpenSSL!! 1.0.21 binaries

e Visual C runtime libraries

Listing 4.1: Installer WiX script component part

<Feature Id="ProductFeature" Title="$(var.Name)">

10Qt is a cross-platform application framework, see https://en.wikipedia.org/wiki/
Qt_(software)
Uhttps://www.openssl.org
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<ComponentGroupRef Id="ProductComponents"/>
<ComponentGroupRef Id="OpenSSLComponents"/>
<ComponentGroupRef Id="ProductQtPluginComponents"/>
<MergeRef Id="CRT"/>
<?if $(var.Configuration) = "Debug" 7>
<MergeRef Id="DebugCRT"/>
<?endif 7>
<ComponentRef Id="RegistryEntries"/>

</Feature>

Files are only installed into the destination location.

Listing 4.2: Installer WiX script files part

<Directory Id="TARGETDIR" Name="SourceDir">
<Directory Id="$(var.ProgramFilesFolder)">
<Directory Id="INSTALLFOLDER" Name="$(var.Name)">
<Merge DiskId="1" Id="CRT" Language="0" SourceFile="$(var
— .CRT)"/>
<?if $(var.Configuration) = "Debug" 7>
<Merge DiskId="1" Id="DebugCRT" Language="0" SourceFile="
— $(var.DebugCRT)"/>
<?endif 7>
<Directory Id="OpenSSLDir" Name="OpenSSL"/>
<Directory Id="PlatformsDir" Name="Platforms"/>
</Directory>
</Directory>
<Directory Id="ProgramMenuFolder"/>
</Directory>

Since encryption is used to protect sensitive PII shared between desktops
possibly over the Internet, the OpenSSL libraries play a special role. The used
version 1.0.2 is a long term support version, but version 1.0.2] was released
in May 2017. Starting November 2nd, version 1.0.2m is available.

Recommendation 7 (Update OpenSSL to 1.0.2m). Update OpenSSL to
1.0.2m.

4.2.2 Registry
There are just a few standard registry entries, nothing extraordinary here.

Listing 4.3: Installer WiX script registry part
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<DirectoryRef Id="TARGETDIR">
<Component Guid="7CF3564D-1F8E-4D3D-9781-E1EE22D5BD67" Id="
< RegistryEntries">
<RegistryKey ForceCreateOnInstall="yes"
— ForceDeleteOnUninstall="yes" Key="Software\Microsoft\
<~ Windows NT\CurrentVersion\AppCompatFlags\Layers" Root
— ="HKLM">
<RegistryValue Name="[INSTALLFOLDER]synergys.exe" Type="
— string" Value="~ HIGHDPIAWARE WIN7RTM"/>
</RegistryKey>
<!-- Windows 8 and later only ——>
<Condition><![CDATA[Installed OR (VersionNT >= 602)]]></
< Condition>
</Component>
</DirectoryRef>

4.2.3 Services

A background system service called Synergy'? gets installed. This services
handles communication between configuration frontend and the background
core that supplies the actually KVM functionality. It also acts as a watchdog,
restarting killed processes.

12G8ee screenshot 4.7 on the next page
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b )

Synergy Properties (Local Computer) @

General | Log On | Recovery | Dependencies |

Service name: Synengy

Display name: Synengy

Description: Farrtmls the Synergy foreground processes. -

Path to executable:
"C:nProgram Files*Syrnergy*synergy-service-controller exe ™

Startup type: [.ﬂu_rtnmatic -

Help me configure service startup options.

Service status: Started

Start [ Stop ] [ Pauze ] Resume

"fou can specify the start parameters that apply when you start the service
from here.

Start parameters:

OK || Cancsl Apply

Screenshot 4.7: Service Manager showing Synergy service details

When ending this service, it writes user information into the registry.
To reset the login, one has to stop this service, close the configuration user
interface, and remove the registry content before restarting the user interface
and service. The same procedure is necessary when trying to sneak in userId

and userToken from a different installation 3.

13See section 6.1 on page 76
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4.2.4 Processes

synergy-config.exe The user interface that allows to configure screens is
shown by this executable. It communicates via TCP/IP with synergy-
service.exe'4.

synergy-core.exe This executable is responsible for the actual KVM func-
tionality.

synergy-service.exe This executable handles the core module, and com-
municates with the frontend in synergy-config.exe using local TCP/IP
connections!®.

synergy-service-controller.exe This is the service executable that be-
longs to the Windows System Service for Synergy. It starts the actual
service that can be found in synergy-service.exe. This separation
into Windows System Service executable and separate functionality is
probably due to the multi-platform approach of Synergy, keeping the
platform specific code in this process.

crashpad_handler.exe Is an unsigned executable without version details
that is designed to communicate with a background server at
synergy.sp.backtrace.io on port 6098, probably in case of crashes.
This is another sharing of PII (at least the contacting IP address) that
would have to be mentioned as part of a Privacy Policy.

“Crashpad is an open-source library initially developed by Google
as a successor to the Google Breakpad library. It is used in
popular software such as Google Chrome, and by companies such
as Slack and Spotify. For existing users of Crashpad, Backtrace
has plug-and-play support. It has a robust architecture designed
to allow for a high degree of customizability and stability even in
the face of most obscure of software crashes.”

a

— Backtrace I/O Inc., Crashpad description

%https://documentation.backtrace.io/product_integration_
minidump_crashpad/index.html

14Gee screenshot 4.10 on page 65
15See screenshot 4.12 on page 67
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[ crashpad_handler.exe:3848 Properties =E=irs=)
Image | Performance | Performance Graph | Disk and Network | GPU Graph | Threads | TCP/P [ Security | Envionment [ Job | Strings |
Image File
Version:  nfa
Build Time:  Wed Nov 01 13:23:30 2017
Path:
C:\Program Fies\Synery\rashpad_handier.exe
Command line:
"Ci\Program rashpad_handier.exe” limit —datab: +\Jsers\patrick\AppData\.ocal\symless \Synergy\dumps —metrics-dir =C: \Users'patrick \AppDatali« ps —-url=ht backirace.io:609¢
Current directory:
C:\Windows\System32\
Autostart Location:
nfa Explore
Parent:  synergy-service.exe(3840)
User:  NT AUTHORITY|SYSTEM
B to Front
Started:  8:46:23AM 11/30/2017  Image: 64-bit
Comment: Kill Process.
virusTotal:
Data Execution Prevention (DEP) Status: Enabled
Address Space Load Randomization:  Enabled
Control Flow Guard:

Screenshot 4.8: Process details for crashpad_handler.exe

Requirement 6 (Software Backtrace Privacy Policy). The user needs to be
informed that in case of crashes, PII will be transmitted to a third party,
Backtrace 1/O Inc.', including details on the data and how that third party
treats the data.

To prevent Synergy from sending data to Backtrace I/O Inc., adding the
entry 0.0.0.0 synergy.sp.backtrace.io to the hosts file!” would work on

Windows, macOS and Linux!®.

Inter Process Communication

IPC' takes places between synergy-config.exe?”, which is the configura-
tion user interface, and synergy-service.exe?!, which manages the back-
ground.

4.3 Login

After finishing installation, a login with the Symless website login is manda-
tory?2.  While the website lists a Cloud Bridge as ‘coming soon’, this is

16110 Fifth Avenue, Floor 5, New York, NY 10011, United States of America
"https://en.wikipedia.org/wiki/Hosts_(file)

8For macOS and Linux, make sure nsswitch.conf gives files priority over dns
9TPC stands for Inter Process Communication

20See screenshot 4.10 on page 65

21Gee screenshot 4.12 on page 67

22See screenshot 4.14 on the next page
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unexpected behaviour since previous versions were running in a local context
only.

3 Synergy — O *

4 Signinwith Symless

Version: Synergy 2.0.1-stable

Screenshot 4.14: The login prompt shown by the software

20
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3 Login to Synergy - Keyk %+ - ®

[m]
O & symless.com, hxg = :/_ @

Symless Karriere

’ ) Synerg-y Preise  Support

Einloggen

E-Mail Adresse

Kennwort

[ An mich erinnern

Kennwort vergessen?

Support | Preise | Download

&4 Nachricht hinterlassen

Screenshot 4.15: The login shown in the systems standard browser

Recommendation 8 (Inform on new behaviour). Inform the user before
downloading or buying that this product will behave differently than previous
versions in that it connects to the Internet before establishing sessions.

The login opens a browser for login®® and seems to perform an OAuth
authentication. Once returned to the software, the user is prompted with an
error message encountered in all three test runs?*:

“There was a problem connecting to the background service.
Retry.”

23See screenshot 4.15
24Gee screenshot 4.16 on the next page
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3 Synergy — O *

DESKTOP-G628KTS

There was a problem connecting to the background service. Retry

Screenshot 4.16: Software failure after login

4.3.1 Registry

The login will also fill in certain pieces of information inside the registry.

[ Registry Editor - O X
File Edit View Favorites Help
> - AppDatalow || Mame Type Data
> :1'_“‘&5 . 3B {Defauit REG 57 i
. Mfc""" 58] profileld REG_DWORD
; I|r'1e' 4| screenld REG_DWORD
3 - olicies -
RegisteredApplications ;"’E‘SUSET K EEE_[S}ZWORD
v Symless Hserioken - N
Synergy v
. - .

Computer\HKEY_CURREMT_USER\SOFTWARE\Symless\Synergy

Screenshot 4.17: Registry entries used by Synergy

The entries named userld and userToken are of importance here, since
they are part of the logs transmitted, as part of the path and contents.

Recommendation 9 (Improve data storage). Do not store important in-
formation like the OAuth token in plain text.

4.4 Logs

When right-clicking the user interface, it offers a choice names Send log.
Synergy uploads a log to Synergy servers right away, and only afterwards
allows the user to view the log content. This is done through a URL that
would allow others to view this log by just knowing or guessing the URL,
without further protection.
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3 synergy - m] X

DESKTOP-G628KTS

There was a problem connecting to the background service. Retry

Screenshot 4.18: Context menu offers upload of log

3 Synergy — O *

DESKTOP-G628KTS

Log uploaded. View log Dismiss

Screenshot 4.19: Log available via URL after upload only

Requirement 7 (Software Privacy Policy). Before transmitting PII, the user
needs to be informed about the exact PII, the purpose of the transmission, any
third parties with whom the data will be shared, and the terms of storage.

On Windows, the end ellipsis here could indicate to the user that he will
be shown a dialog with options before the action described in the menu item
is executed. This is documented for example in the Punctuation Guidelines®:

“Ellipsis: Use at the end of a menu item or button label for a
command that opens a dialog box rather than immediately
performing an action. The ellipsis is a visual cue that the user
has to supply additional information to complete the command,
not simply that a message, dialog box, or window opens (hence,
Properties does not use an ellipsis). Always use an ellipsis on
Browse buttons. Also, ellipses are used in progress indicator
labels to indicate a continuing action.”

— Microsoft, Punctuation Guidelines

Znttps://msdn.microsoft.com/en-us/library/windows/desktop/bb226801 (v=
vs.85) .aspx
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4.4.1 Log server

Logs are stored on https://synergy-logs.symless.com with a path con-
structed of date, time, and the userld known from section 4.3.1 on page 52,
and are accessible without login from anywhere.

https://synergy-logs.symless.com/<year>-<month>-<date>/<userId>-
<year>-<month>-<date>T<hour>-<minute>-<second>.log

This subdomain is also hosted by CloudFlare and the certificate has no

ownership information 2¢.

General  Permissions -

Website |dentity

Website: synergy-logs.symless.com

Owner: This website does not supply ownership information.
Verified by: COMODO CA Limited

Expires on: March 29, 2018

View Certificate

Privacy & History

Hawve | visited this website prior to today? Yes, 5 times

Is this website storing information (cookies) on my . .
computer? Yes View Cookies
Have | saved any passwords for this website? No View Saved Passwords

Technical Details

Connection Encrypted (TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA25E, 128 bit keys, TLS 1.2)
The page you are viewing was encrypted before being transmitted over the Imternet.

Encryption makes it difficult for unautherized people to view information traveling between computers. It
is therefore unlikely that anyone read this page as it traveled across the network.

Screenshot 4.20: Log subdomain certificate not showing the organization
either

26See screenshot 4.20
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Let’s take a look at the ASC?"’s definition of spyware?®. While the ASC
is no longer active, these definitions are the last definitions agreed upon by
the whole industry. Emphasis was placed by author and is not part of the
quote.

Underlying Technology Tracking Software

Description of Underlying Technology Used to monitor user behavior
or gather information about the user, sometimes including personally
identifiable or other sensitive information.

e May be used for legitimate monitoring: e.g. by parents or compa-
nies

e May be a necessary component of adware that is linked to wanted
software

e May allow customization
Why the Underlying Technology May Be Wanted .

e Done covertly, tracking is spying

e May collect personal information that can be shared widely or
stolen, resulting in fraud or ID theft

e Can be used in the commission of other crimes, including domestic
violence and stalking

e (Can slow machine down

e May be associated with security risks and/or loss of data
Why the Underlying Technology May Be Unwanted .

e Spyware (narrow)*
e Snoopware
e Unauthorized Keylogger

e Unauthorized Screen Scraper

Common Terms for Well- Known Unwanted Varieties

27 Anti-Spyware Coalition
28nttp://web.archive.org/web/20121025143706/http://antispywarecoalition.
org/documents/2007definitions.htm
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4.4.2 Log contents

The log file includes personally identifiable and personally identifying infor-
mation like user names, computer names, local and public IP addresses as
well as authentication tokens used by the software.

Listing 4.4: A few PII containing lines from the logs

[ Core ] [2017-11-21T12:13:32] INFO: switch from "machinel" to
<~ "machine2" at 1049,933

[ Core ] [2017-11-21T12:13:18] DEBUG: opening configuration "C
— :\Users\JohnyDoey\AppData\Local\Symless\Synergy\synergy.
— conf"

[ Router ] [2017-11-21T12:13:37] debug: Connecting to
<> 1.2.3.4:24802 (attempt 7/10)

[ Router ] [2017-11-21T12:13:37] debug: Connecting to
— 5.6.7.8:24802 (attempt 7/10)

[ Service ] [2017-11-21T12:20:01] debug: got user auth token:
— XXXXX

User name and computer name can often help to identify a user by full
name (e.g. Johny Doey’s Notebook as computer name or full name as user
name). Using a geo lookup on the public IP would then likely result in a
clear identification of an individual.

Requirement 8 (No public PII). PII must not be stored in public locations
like it is currently done.

The user auth token, which is also stored in the registry and static, allows
authentication to the service. Since Synergy is open source, the protocol is
available and hackers with access to log URLs could probably use this token
to hook into systems. Due to the clipboard sharing features, they would get
access to sensitive information like logins and passwords.

Requirement 9 (No unnecessary data in logs). Do not transmit authentica-
tion information like the user token at all. Should it be required for support
operation to validate the correct token, transmit only a few characters of it.
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4.4.3 Log handling
Website support page

Symless Careers

’ ) Synergy Pricing Support Account

Sending your Synergy 2
logs

If you're unable to do this, don't worry, we'll walk you through it when you
contact us.

I. Right-click on the blue background

2. Select "Send log" from the menu

3. Click on the "View log" link

4. The log will show in your browser

5. Copy the log link from your browser

6. Paste the link into the Synergy log field for the computer

7. Repeat for all of your computers

Logout | Support | Pricing | Download

Screenshot 4.21: Support website asking to spread logs

The support website informs the user on how to submit logs, not informing
him that these will be stored in the public.

Requirement 10 (Support website privacy information). The support web-
site that tells the user to use the Send log function needs to emphasize that
PII of the user will be stored in a public location.
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Support forums

l
jo)
i

Self-support

’) Synergy

© Synergy 2: How to send your logs
Started by Mick Bolton, July &

1 POST IN THIS TOPIC

Nick Bolton @230

Synergy Team

Hello,

Reminder: If you need help from the Synergy team, please email us: support@symless.com
If you'd prefer to go it alone, read on...

Please include your logs when reporting issues.

Here's how to send us your logs.

1. Right-click on the blue background and click Send log.
2. Wait for the log to upload, then click View log.

3. Paste the link into a new thread on this forum.

4. Please do this for all of your computers.

5. Let us know which log is for which computer.

Log files can also be found on your file system.

Windows: C:\ProgramData\SymlessiSynergyl
Mac: ~/Library/Synergy/
Linux: /var/log/synergy/

To upload log files, either attach to your post or use Pastebin. This is better than pasting log tesxt directly
into threads, as having to scroll through logs is super annoying.

Screenshot 4.22: Forum asking to spread logs
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The official support forum has a thread called How to send your logs*® that
suggests how logs should be treated, including:

e Paste link to log on forum

e Upload log to Pastebin website3’

While one could argue that with public log URLs, the PII is already out
there in the public, asking users to post it on a forum or the Pastebin website
is grossly negligent.

Requirement 11 (Forum log handling). Inform user that by following your
instructions, he will share PII with the public.

4.5 Uninstallation

Uninstall complains about files in use, but was able to remove all files from
the test system.

Recommendation 10 (Improve uninstall). Proper termination and unin-
stallation without error interruptions will help the user to feel assured the
software has really been removed and will no longer transmit PII.

4.6 Open Source

According to a Facebook post from February 23rd3!, Synergy should be open
source. The repository cannot be found on GitHub though?2.

Pnttps://symless.com/forums/topic/3207-synergy-2-how-to-send-your-logs/
30nhttps://pastebin.com/

31See screenshot 4.23 on the following page
32nttps://github.com/symless/synergy

29


https://symless.com/forums/topic/3207-synergy-2-how-to-send-your-logs/
https://pastebin.com/
https://github.com/symless/synergy

4.6. OPEN SOURCE CHAPTER 4. SOFTWARE

@ Erik Berls Can anyone justify the price over the open source version?
Like - Reply - @ 2 - February 22, 2017 at 4.18pm
Synergy by Symless Synergy is still open source. We only

charge for the binaries. You're free download the source code
and compile it yourself: github.comisymless/synergy

symless/synergy

ey

Like - Reply - February 23, 2017 at 10:42am
Screenshot 4.23: Facebook post mentioning open source

The core components only are open source and as such, available online33.

t ' This repository Pull requests Issues Marketplace Explore a4 -
2 symless / synergy-core @ Watch~ | 377 Y Star | 5,448 YFork 1,240
<> Code Issues 801 Pull requests 28 Wiki Insights

Open source core of Synergy, the keyboard and mouse sharing tool https://symless.com/synergy

D 3,169 commits ¥ 7 branches 7> 62 releases A1 48 contributors s GPL-2.0

I
Branch: master ~ New pull request Create new file Upload files Find file
ﬂ nlyan #define build number as string Latest commit af5c3c2 Nov 27, 2017
M .github Update send log link Oct 11, 2017
i} cmake #define build number as string Nov 27, 2017
| debian QtQuick isn't a required dependency May 11, 2017
il dist Remove last remnants of TLS Nov 26, 2017
i doc Merge branch 'beefnog-mac-directions’ of https://github.com/beefnog/s... Dec 7, 2016
i ext Remove legacy TLS support and fix tests Nov 26, 2017
i res Remove last remnants of TLS Nov 28, 2017
il src Attempt to fix Windows KeyState test build Nov 26, 2017

Screenshot 4.24: GitHub start page for Synergy core project

The issues here mostly arise out of the user interface and cloud features
that are not open source.

33https://github.com/symless/synergy-core
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ﬁ Synergy_v2.0.1-stable_b1240-59dd9%3a0-x64.msi Properties >
Custom Details Previous Versions
General Compatibility Digital Signatures Security

Signature list

Mame of signer: Diigest algorithm Timestamp

Symless Lid : Montag, 13. Movemb...

Details

OK Cancel Apply

Screenshot 4.1: Digital signatures of installer
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General

Digital Signature Details ? >

Signer information

Advanced

Digital Signature Information
This digital signature is QK.

Mame: IEWIESS Ltd
E-mail: INnt available
signing time: IMunEg, 13, Movember 2017 20:10:33
View Certificate
Countersignatures
Mame of signer: E-mail address: Timestamp
Symantec Time ... Mot available Montag, 13. Novemb...

Details

Ok

Screenshot 4.2: Digital signature details of installer
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n  Certificate >

General Details Certification Path

ﬁ Certificate Information

This certificate is intended for the following purpose(s):

» Ensures software came from software publisher
» Protects software from alteration after publication

* Refer to the certification autharity's statement for details.

Issued to: Symless Lid

Issued by: thawte SHA256 Code Signing CA

Valid from 15.03.2017 to 16.03.2013

Install Certificate. .. Issuer Statement

Ok

Screenshot 4.3: Installer certificate properties
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{}synergy—cﬂnfig.ﬂe:ﬂﬂﬂ Properties | = || (=] || 3 |

| GPU Graph | Threads | TCPR/IFP | Security I Environment I Strings
Image Performance | Performance Graph | Disk and Metwork
Image File

O

Version: njfa
Build Time: Man Mov 13 20:05:56 2017
Path:
C:\Program Files\Synergy\synergy-config. exe

Command line:

"C:\Program Files\Synergysynergy-config.exe”

Current directory:
C:\ProgramDataMicrosoft\Windows\Start MenuPrograms?,
Autostart Location:
nfa Explore
Parent: explorer. exe(233a)
User: WIMN-R 1IRBOENOTOH patrick

Bring to Front
Started:  9:00:57 AM  11/30/2017  Image: 64-hit
Comment: Kill Process

VirusTotal:

Data Execution Prevention (DEP) Status: Enabled
Address Space Load Randomization: Enabled

Contral Flow Guard:

K ] ’ Cancel

Screenshot 4.9: Process details for synergy-config.exe
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L !

f}synergy-cunfig.exe:ﬂﬂﬁd Properties o || = | =

Image I Ferformance I Performance Graph I Disk and Metwork
GPU Graph | Threads | TCP/IP | Security I Environment I Strings

Besolve addreszes

F‘m? Local Address Remote Address State
TCP winT1rboenlt0h: 45335 wintlrboenltOh: 24888 ESTABLISHED

Screenshot 4.10: TCP/IP details for synergy-config.exe
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i

= synergy-service.exe: 3840 Properties | = || =(=] ||ﬁ

| GPU Graph I Threads | TCP/IFP I Security | Environment | Job | Strings
Image Performance | Performance Graph | Disk and Metwork

Image File

LH

Version: njfa
Build Time: Mon Mov 13 20:06:20 2017
Path:
C:\Program Files\Synergy\synergy-service. exe
Command line:
"C:\Program Files\Synergylsynergy-service,exe”
Current directory:
C:\Windows\System 324,
Autostart Location:

nfa Explore

Parent: synergy-service-controller. exe(3943)

User: MT AUTHORITY\SYSTEM

Verify

Bring to Front
Started:  8:46:23AM 11/30/2017  Image: 64-bit Lii bt

Comment: | Kill Process

VirusTotal:

Data Execution Prevention (DEP) Status: Enabled
Address Space Load Randomization: Enabled
Control Flow Guard:

[ oK J ’ Cancel

Screenshot 4.11: Process details for synergy-service.exe
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5| synergy-service.exe:3840 Properties EI@
Security I Environment | Sfrings |
Image I Performance I Performance Graph | GPU Graph I Threads | TCP/TP
Resolve addresses

F‘m}t Local Address Remote Address State

TCP win< Trhoen(t0h: 24801 win+1rboent0h:0 LISTEMING

TCFP winT Irboen(th: 24802 win< Irboent0h:0 LISTEMING

TCFP winaIrboen(th: 24388 winTIrboent0h:0 LISTEMING

TCP win< Irboen(t0h: 24888 win+1rboenlt0h:49315 ESTAELISHED

TCP winTIrboen(t0h: 24888 winTIrboenltDh:45335 ESTABLISHED

TCP win<Trboen(t0h:459315 win+1rboen0h: 24888 ESTABLISHED

TCFP win+ Irboenlt0h localdomain: 51664 45 55 221 Zhitps CLOSE_WAIT

Screenshot 4.12: TCP/IP details for synergy-service.exe
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|E]E_l,rnerg],r—ser'.rice—cuntrﬂller.e:{e:3948 Properties | = || (=] || 3 |

| GPU Graph | Services | Threads | TCP/IP | Security | Environment I Strings
Image Performance | Performance Graph | Disk and Metwork
Image File

LH

Version: njfa
Build Time: Man Mov 13 20:04:17 2017
Path:
C:\Program Files\Synergy\synergy-service-contraller. exe
Command line:

"C:\Program Files\Synergy\synergy-service-controller . exe™

Current directory:
C:Windows\System32),
Autostart Location:
HEKLM\SystemiCurrentControlSet\Services\Synergy Explore
Parent: services,exe(452)
User: MT ALTHORITY\SYSTEM

Bring to Front
Started:  8:46:23 AM  11/30/2017  Image: 64-bit
Comment: Kill Process

VirusTotal:

Data Execution Prevention (DEP) Status: Enabled
Address Space Load Randomization: Enabled

Contral Flow Guard:

K ] ’ Cancel

Screenshot 4.13: Process details for synergy-service-controller.exe
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Chapter 5

Communications

There are multiple levels of communication that should be looked at.

5.1 Configuration

Traffic monitoring of the configuration part does not seem to be a problem -
Synergy seems to communicate through a https decoding proxy like Fiddler!
or Charles? without complaining.

&) Progress Telerik Fiddler Web Debugger — O *
File Edit Rules Tools View Help GET /book Geokdge

28 WinConfig ) ## Replay %+ b Go | ¥ Stream i Decode | Keep: All sessions = &5 Any Process 48 Find [ Save | B8 (D) & Browse - -

# Result  Protocol Host  URL @ Statistics

= 10 200 HTTP Tunnel to v 1.api.coud ess, com: 443 235 FiddlerScript E Log [ Filters “— Timeline
;1{ Inspectors j AutoResponder _ﬁ Composer

Headers Textview SyntaxView WebForms

HexView | Auth Cookies | Raw JSON XML

0o oo 43 4F 4E 4E 45 43 54 CONNECT L
20 7€ 31 ZE 61 TO &9 vl.api
ZE &3 &C &F 75 &4 ZE -cloud.
73 73 &D €C &5 T3 T3 symless
ZE &3 &F &D 3L 34 34 _com:-44
33 20 48 54 54 50 ZF 3 HTTPR/
31 ZE 21 0D ORh 43 &F aloale o=
6E 6E &5 €3 74 €3 &F nnectio
€E 3R 20 €B &5 &5 TO0 n: keep
2D 61 6C €35 76 &5 0D —alive.
Ok 48 &F 73 74 3R 20 -Host:
76 31 ZE &1 70 &9 ZE vl.api.
€3 &C &F 75 €4 ZE 73 cloud.s
79 &D &C &5 73 T3 ZE ymless
63 6F €D 0D OA 55 73 com. .Us

Tunnel to  v1l.api.cdoud.symless.com: 443

;i' Capturing = Al Processes 1/2 This is a HTTPS Decrypting tunnel to 'v1.api.doud. symless. com: 443",

Screenshot 5.1: Fiddler showing Synergy connections

https://www.telerik.com/fiddler
Zhttps://www.charlesproxy.com/
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- Charles 4.2.1 - Session 1 — O X

File Edit View Proxy Teols Window Help
Y e m@®@ 2 Cv @Y

Structure  Sequence Overview Contents Summary Chart MNotes
= {;} https://v1.api.cloud.symless.com E""l_l
= ] profile , id Integer 25
switch L] name String default
[Z-1 | screens Array
E & screen E\\ Ohbject
update Integer 2062
update Integer 432
update Integer 220
=@ Object
----- id Integer 31
- ----- w_pos Integer 346
b y_pos Integer 162
----- version Integer 9

Headers Text Hex JavaScript Jjsom  JSOM Text Raw

------ result Stl'ing ok

Headers Text Hex JavaScript JSON JSOM Text Raw

GET hitp/cdn.contentprod.cms.msn.com,/sing letile/'summary /alias/experiencebyname/tod sy ’market=de-D E&i source=appxmanifestitenant=am

Screenshot 5.2: Charles showing Synergy connection details

Requirement 12 (Configuration Certificate Pinning). Certificate pinning
should ensure that Synergy is only talking to Symless servers when speaking
to vl.api.cloud.symless.com.

The author has drafted a test suite on GitLab?.

A simple workaround is possible on Linux and macOS by adding the real
IP address of v1.api.cloud.symless.com to the hosts file?, and changing
the priorities for hosts in nsswitch.conf’® as an alternative to certificate
pinning, since IP hijacking would be way more complicated than DNS hi-
jacking.

3https://gitlab.com/ccrdude/symless-cloud-tests
‘https://en.wikipedia.org/wiki/Hosts_(file)
Shttps://en.wikipedia.org/wiki/Name_Service_Switch
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5.1.1 Software update

Queries to /update submit the current software version and get in return the
latest version, and whether the update is optional or mandatory.

Listing 5.1: API call /update

{

"currentVersion": "2.0.1-stable"
}

Returns

Listing 5.2: API answer /update

{

"latestVersion": "2.0.2-stable",

"update": "optional"
}

This can be reviewed in test case method procedure TestQueryUpdate®:

Listing 5.3: Simple call to /update

procedure TTestCaseSynergyCloudV1.TestQueryUpdate;
var
h: THTTPSend;
sl: TStringlist;
b: boolean;
begin
h := THTTPSend.Create;
sl := TStringlist.Create;
s1.Add(’{ "currentVersion": "2.0.1-stable" }’);
try
h.Document.Seek(0, soFromBeginning);
h.Document .SetSize(0) ;
sl.SaveToStream(h.Document) ;
Status(’https://vl.api.cloud.symless.com/update’);
Status(sl.Text);
b := h.HTTPMethod (’POST’, ’https://vl.api.cloud.symless.
< com/update’);
CheckTrue(b, ’POST https://vl.api.cloud.symless.com/
— update’);

Shttps://gitlab.com/ccrdude/symless-cloud-tests/blob/master/source/
SymlessCloudViTests.pas
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if b then begin
sl.Clear;
h.Document.Seek(0, soFromBeginning) ;
sl.LoadFromStream(h.Document) ;
Status(sl.Text);
end;
CheckEquals (200, h.ResultCode);
finally
h.Free;
sl.Free;
end;
end;

5.1.2 Profile switch

Listing 5.4: API call /profile/switch

1 o

2 "profile":

3 1

4 "name": "default"

5 ),

6 "screen":

7 A

8 "ipList": "192.168.60.129",
9 "name": "DESKTOP-G628KTS",
10 "status": "Disconnected"
11 }
12 F

Returns
Listing 5.5: API answer /profile/switch

1 {

2 "profile_id": 25,

3 "screen_id": 2062

4 }
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5.1.3 Profile update

/profile/update is called whenever the layout is changed in the user inter-
face.

Listing 5.6: API call /profile/update

{
"profile":
{
"id": 25,
"name": "default"
I
"'screens":
I
{
"id": 2062,
"x_pos": 260,
"y_pos": 161
o
{
"id": 31,
"x_pos": 346,
"y_pos": 162
+
1,
"version": 15
+
Returns
Listing 5.7: API answer /profile/update
{
"result": "ok"
+

5.1.4 Screen update
A query to /screen/update informs the cloud about the status of a screen.

Listing 5.8: API call /screen/update

"id": 2062,
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"name": "DESKTOP-G628KTS",
"'status": "Connecting"

5.2 Core synchronization

5.3 Log sending

The log is sent via POST to https://symless.com/api/client/log, as mul-
tipart mime. It returns a JSON object with a public URL where the log can
be queried.

Listing 5.9: Begin of POST content to /api/client/log

--boundary_.o0o._0TQ2NQ==0DU2NzE5MA==
Content-Disposition: form-data; name="logId"

25-2017-11-27T19-45-36

--boundary_.o0o._0TQ2NQ==0DU2NzE5MA==

Content-Disposition: form-data; name="log"; filename="
— 25-2017-11-27T19-45-36.1og"

[ Core ] [2017-11-24T10:33:14] DEBUG: event queue is ready
[ Core ] [2017-11-24T10:33:14] DEBUG: unregistered hotkey id=1
[ Router ] [2017-11-24T13:20:09] error: Read error on
< connection 7: The network connection was aborted by the
< local system (code 1236)
[...]

Returns

Listing 5.10: API answer /api/client/log

{
"success": true,
"message": "Upload path: https:\/\/synergy-logs.symless.com
— \/2017-11-27\/25-2017-11-27T19-45-36. log"
}

Missing certificate pinning allows to intercept https traffic with a fake
certificate here.
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Requirement 13 (Send Log Certificate Pinning). Certificate pinning should
ensure that Synergy is submitting logs only to Symless servers when speaking
to symless.com/api/client/log.
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Chapter 6

Attack Vectors

6.1 Using userld and userToken

Both userld and userToken are not that difficult to get. Once an attacker
has them, he can set up another Synergy desktop using these, and monitor
the clipboard.

1.
2.

10.
11.
12.
13.

Get userld and userToken.

Install Synergy 2 on attacking machine.
Close Synergy UL

Stop Synergy system service.

Run regedit.exe.

Navigate to HKEY\CURRENT\USER\SOFTWARE\Symless\Synergy.
Set userId.

Set userToken.

Set profileld to retrieved userId.

Set screenId to random value.

Start Synergy system service.

Open Synergy UL

On attacked machine, copy something into the clipboard, move to
screen border.
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14. On attacking machine, paste from clipboard.

This obviously is a quick first draft that can be refined. Instead of manu-
ally retrieving the clipboard, code that monitors and logs clipboard contents
would be helpful. Instead of using the Synergy 2 software, a minimal client
based on the open source! or traffic monitoring would simplify access.

This minimal client should define a screen width or height of one pixel
and place itself between existing monitors to make sure it gets notified of
clipboard changes whenever the user switches between desktops.

Missing Test 1 (Proof of Concept). A Proof of Concept based on the code
could demonstrate this further.

Since Synergy communicates without certificate pinning, traffic monitor-
ing would not be a problem?.

The following ways to retrieve userld and userToken are possible; with
probably more existing.

6.1.1 Support forum

Since the support forum recommends to post logs there®, monitoring it for
new posts and extracting information there is a simple approach to get
userToken and possible userId.

6.1.2 Pastebin

Since the support forum recommends to upload logs to Pastebin?, monitoring
Pastebin for new Synergy 2 logs might be a simple approach, depending on
how easy it is to parse Pastebin.

6.1.3 Omne-time physical access, using the registry

With one-time physical access to the machine that is logged on to as either
the user or an administrator, both values can be retrieved from the registry
by accessing userId and userToken in this registry key:

HKEY_CURRENT_USER\SOFTWARE\Symless\Synergy

https://github.com/symless/synergy-core/tree/master/src
2section 5 on page 69

3See section 4.4.3 on page 58

4See section 4.4.3 on page 58
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Steps would be simple:

1. Run regedit.exe using the Start menu

2. If the account logged in is not the Synergy user, use File — Load hive...
to load the registry hive file of that user.

3. Navigate to HKEY\_CURRENT\_USER\SOFTWARE\Symless\Synergy
4. Copy value of userId

5. Copy value of userToken

6.1.4 One-time physical access, using the browser his-
tory

If another person has access to your browser, it can look up the log address
in your browser history. With access to URLSs, the userId can be retrieved
from the filename part of the URL, and the userToken from its contents.

6.1.5 One-time remote code execution

The same values can be retrieved (and then transmitted) by code executed
either in the context of the user account that uses Synergy, or any adminis-
trator, by accessing the registry key mentioned above.

6.1.6 Bookmark and history sharing

There are various methods of sharing browser history across machines, so
due to the log being available without protection by URL, the physical access
could be to any owned machine. With access to URLs, the userId can be
retrieved from the filename part of the URL, and the userToken from its
contents.

6.1.7 Network sniffer

Since the log server uses https, the file location is encrypted and not easily
available to a network sniffer on the same network. A proxy supporting https
injection would allow it though. This would either require access to install
the injectors root certificate, or social engineering to get the user to do it.
With access to URLs, the userId can be retrieved from the filename part of
the URL, and the userToken from its contents.
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6.1.8 Tracking software

There are tons of toolbars and other browser plugins that are adware and/or
tracking software and do track all browser URLs. With access to such infor-
mation, the userId can be retrieved from the filename part of the URL, and
the userToken from its contents.

Here are some adwares from the first page of Google search results query-
ing adware tracking urls®:

Adware.2Search Adware.2Search monitors URLs visited by Internet Ex-
plorer and displays similar URLs to the user. ¢

Adware.Adpopup Adware.Adpopup is an adware component that records
URLs visited during Web browsing, and then generates pop-up adver-
tisements.”

Adware.Tbon Adware.Thon is an adware program from The Best Offer
Networks online advertising company. It tracks URLs visited through
a variety of Web browsers and displays advertisements based on these
URLs.®

The authors of such adwares would have immediate access to the data in
question. The adwares might transmit the data using plain http, making it
easier to intercept. And the adware servers might not store this data as safe
as should be expected.

6.2 DNS Spoofing

Using DNS Spoofing?, an attacker could proxy v1.api.cloud.symless.com
and inject it’s own listener between screens. This would be possible due to
no certificate pinning for the https traffic being in place!®.

There is a lot of malware that uses DNS changing methods. A few exam-
ples widely spread enough to have made it into Wikipedia follow.

5The author does not recommend the use of Symantec, these links are present simply
because they’re the first results found on said query.

Shttps://www.symantec.com/security_response/writeup.jsp?docid=
2005-080302-3232-99

"https://www.symantec.com/security_response/writeup.jsp?docid=
2003-102117-2037-99

8https://www.symantec.com/security_response/writeup.jsp?docid=
2006-010515-2519-99

9https://en.wikipedia.org/wiki/DNS_spoofing

10See screenshot 5.2 on page 70
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DNSChanger From Wikipedia!': “DNSChanger is a DNS hijacking Trojan.
The work of an Estonian company known as Rove Digital, the malware
infected computers by modifying a computer’s DNS entries to point
toward its own rogue name servers, |[...|”

Alureon aka TDSS From Wikipedia'?: “Alureon (also known as TDSS or
TDL-4) is a trojan and bootkit created to steal data by intercepting a
system’s network traffic [...]”

Trojan.Win32.DNSChanger From Wikipedia'®: “DNS changer Trojans
are dropped onto systems by other malware such as TDSS or Koob-
face. The DNS-Changer-Trojan is a malicious .exe file, but is unable
to spread of its own accord. It may therefore perform several actions
of an attacker’s choice on an compromised computer, such as changing
the Domain Name Server (DNS) settings in order to divert traffic to
unsolicited, and potentially illegal and/or malicious domains.

The Win32.DNSChanger is used by organized crime syndicates to main-
tain Click-Fraud.”

Koobface ' “mong the components downloaded by Koobface are a DNS
filter program that blocks access to well known security websites and a
proxy tool that enables the attackers to abuse the infected PC.”

The danger about DNS spoofing is that protecting your own machines
might not be sufficient. If the weakest machine within a network is infected,
it can set up a fake DHCP and start redirecting others from there, without
having actual code or data on the redirected machines.

Uhttps://en.wikipedia.org/wiki/DNSChanger
2https://en.wikipedia.org/wiki/Alureon
Bhttps://en.wikipedia.org/wiki/Trojan.Win32.DNSChanger
Mhttps://en.wikipedia.org/wiki/Koobface
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F %
vy Ethernet
TCR/IP DNS WINS
DMNS-Server:
1.2.3.4
+  — | IPv4- oder IPv6-Adressen

802.1X  Proxies Hardware

Such-Domains:

malware.com

Abbrechen OK

Screenshot 6.1: Custom DNS settings on macOS High Sierra
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Internet Protoceol Version 4 (TCP/IPvd) Properties >

General  Alternative Configuration

You can get IP settings assigned automatically if your network supports
this capability, Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(@) Obtain an IP address automatically
() Use the following IP address:

IP address:

Subnet mask:

Defaulk gateway:

() Obtain DNS server address automatically
(@) Use the following DNS server addresses:

Preferred DNS server: 1.2 .3 .4

Alternative DMS server:

[ validate settings upon exit Advanced. ..

QK Cancel

Screenshot 6.2: Custom DNS settings on Windows 10
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Chapter 7

Summary

The big amount of attempts to appear anonymous (whois information, cer-
tificate, missing company name and imprint) makes it impossible to put trust
into the vendor. With a software that has access to very sensitive data!, this
is an absolute no-go.

Website and software come without any privacy policy. The software
transmits personally identifiable and personally identifying information with-
out user consent nor the mandatory information about purposes of use and
storage.

PII is even stored on a public server without access control. This includes
the OAuth access token that could probably be used for attacks that would
allow e.g. listening to clipboard contents.

The product can clearly be labeled as spyware, which could be reduced
to tracking software if the vendor adds required information to website and
product and improves the log sending workflow.

Communications are done through https, but not pinned to a Symless
certificate, so that man-in-the-middle attacks are possible.

LAll clipboard content, possibly including account logins and passwords
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https://symless.com/forums/profile/27344-andrew-nelless/
https://symless.com/forums/profile/27559-karen-williams/
https://symless.com/forums/profile/27614-joe-abasolo/
https://symless.com/forums/profile/30885-sarah-hebert/
https://symless.com/forums/profile/7-jerry-hou/
https://symless.com/forums/profile/8-nick-bolton/
https://symless.com/forums/profile/9-malcolm-lowe/
https://symless.com/forums/staff/
https://symless.com/forums/topic/3207-synergy-2-how-to-send-your-logs/
https://symless.com/forums/topic/3207-synergy-2-how-to-send-your-logs/
https://symless.com/forums/topic/5067-auto-config-service-ssl-certificate-broken-also-your-customer-support-form/?do=findComment&comment=22429
https://symless.com/forums/topic/5067-auto-config-service-ssl-certificate-broken-also-your-customer-support-form/?do=findComment&comment=22429
https://symless.com/forums/topic/5067-auto-config-service-ssl-certificate-broken-also-your-customer-support-form/?do=findComment&comment=22429
https://symless.com/forums/topic/5092-security-issues-in-synergy-2/
https://symless.com/forums/topic/5092-security-issues-in-synergy-2/
https://symless.com/support
https://symless.zendesk.com/
https://synergy-logs.symless.com
https://twitter.com/NickBoltonUK
https://twitter.com/Synergy_App
https://uk.linkedin.com/in/nbolton/de
https://www.charlesproxy.com/
https://www.cloudflare.com/en/ssl/
https://www.crunchbase.com/person/nick-bolton-3
https://www.facebook.com/Symless/
https://www.facebook.com/nbolton4
https://www.freepascal.org/
https://www.lazarus-ide.org/
https://www.linkedin.com/company/2851905/
https://www.linkedin.com/in/amy-fox-ba4ab09b/
https://www.linkedin.com/in/dansorahan/
https://www.linkedin.com/in/julia-katharina-klein-ma-msc-bb70a542/
https://www.linkedin.com/in/julia-katharina-klein-ma-msc-bb70a542/
https://www.linkedin.com/in/malcolm-lowe-75771ab1/
https://www.linkedin.com/in/polly-jones-909a73101/

List of URLs List of URLs

https://www.linkedin.com/in/xinyu-hou-aa310850/ ...... p. 10
https://www.openssl.org . . .. ..., p. 44
https://www.safer-networking.org/products/filealyzer/ . p. 93
https://www.symantec.com/security_response/writeup. jsp?docid=
2003-102117-2037-99 . . . . e p. 79
https://www.symantec.com/security_response/writeup. jsp?docid=
2005-080302-3232-99 . .. .. .. e p. 79
https://www.symantec.com/security_response/writeup. jsp?docid=
2006-010515-2519-99 . . . ... ... e p.- 79
https://www.symless.com/download ................... p- 93
https://www.telerik.com/fiddler ................ pp. 69, 93
https://www.tug.org/mactex/ ........ ... ... p.- 93
https://www.whois.com/whois/symless.com ............. p. 14
https://www.wireshark.org ............. .. ... ....... p. 93
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https://www.linkedin.com/in/xinyu-hou-aa310850/
https://www.openssl.org
https://www.safer-networking.org/products/filealyzer/
https://www.symantec.com/security_response/writeup.jsp?docid=2003-102117-2037-99
https://www.symantec.com/security_response/writeup.jsp?docid=2003-102117-2037-99
https://www.symantec.com/security_response/writeup.jsp?docid=2005-080302-3232-99
https://www.symantec.com/security_response/writeup.jsp?docid=2005-080302-3232-99
https://www.symantec.com/security_response/writeup.jsp?docid=2006-010515-2519-99
https://www.symantec.com/security_response/writeup.jsp?docid=2006-010515-2519-99
https://www.symless.com/download
https://www.telerik.com/fiddler
https://www.tug.org/mactex/
https://www.whois.com/whois/symless.com
https://www.wireshark.org

Used Software

Synergy 2.0.1 The software that’s analyzed here,
https://www.symless.com/download

Synergy 2.0.2 The software that’s analyzed here,
https://www.symless.com/download

Synergy 2.0.4 The software that’s analyzed here,
https://www.symless.com/download

Charles 4.2.1 A proxy that allows to monitor https traffic,
https://www.charlesproxy.com/

Fiddler 4.6.20173.38786 A proxy that allows to monitor https traffic,
https://www.telerik.com/fiddler

FileAlyzer 2.0.5.57 A file content analysis tool,
https://www.safer-networking.org/products/filealyzer/

WireShark A monitor for all network traffic,
https://www.wireshark.org

Process Explorer 16.21 Advanced process explorer,
https://docs.microsoft.com/en-us/sysinternals/downloads/process-explorer

TeXShop 3.92 A LaTeX environment for macOS,
http://pages.uoregon.edu/koch/texshop/

TeXworks 0.6.2 A LaTeX environment for Windows,
http://www.tug.org/texworks/

MacTeX-2017 A TeX distribution for macOS,
https://www.tug.org/mactex/

MiKTeX A TeX distribution for Windows,
https://miktex.org
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https://www.wireshark.org
https://docs.microsoft.com/en-us/sysinternals/downloads/process-explorer
http://pages.uoregon.edu/koch/texshop/
http://www.tug.org/texworks/
https://www.tug.org/mactex/
https://miktex.org

List of URLs List of URLs

Lazarus 1.8 An IDE and component library for FreePascal used for test
code,
https://www.lazarus-ide.org/

FreePascal 3.0.4 A Pascal compiler used for test code,
https://www.freepascal.org/
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